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Abstract
Passwords are the most used method for user authentication and accessing 

sensitive information from the internet. The increased popularity of the internet 
has elevated cybercrimes and has promoted other malicious uses. Security 
frameworks, essentially biometric frameworks are being developed in response to 
ever-increasing security threats. An advantage of using behavioral biometrics over 
physiological biometrics is that it can be used for surveillance also. The behavioral 
biometric that uses typing patterns to identify a person is called keystroke 
dynamics (KD). In KD, certain features are extracted that usually depend upon 
the time which the keys are held down and between latency of different keys. 
KD is the most sought-after authentication protocol as it is non-disruptive in 
nature, affordable, and seamless integration with existing technology without 
additional hardware. However, user authentication by KD shows less precision as 
compared to other biometric techniques. Research has been conducted for data 
acquisition, feature selection, and classification by machine learning (ML). The 
accuracy of keystroke biometrics is not equivalent too their biometric techniques 
such as hand geometry and iris recognition. Biomimetic nanotechnology is a new 
discipline inside the region of nano structuring and especially nanorobotics. This 
is because user consistency and uniqueness are difficult to achieve in keystroke 
biometrics. Integration of keystroke biometrics with sensor technology for better 
accuracy is less explored. The aim of this paper was to provide an insight into 
nano technology and sensor technology used in KD.
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Introduction
Internet has become an indispensable part of our lives. According to a survey 

conducted by PEW Research Center in 2005-2016, the number of people using 
online platforms has increased from 5% to 69% in the USA [1]. Person-to-person 
communication stages might give ease in availability; however, the advancement in 
technology also opens entryways for criminals who use it to further their potential 
benefit. Security is a huge concern in this age of massive information transfer 
and storage. But to date, usernames and passwords are used to protect sensitive 
information [2]. Two factor authentication services such as One Time Password 
are also being used for superior security. Static usernames and passwords provide 
a simple and scalable model but are highly vulnerable to advanced security threats 
such as Brute Force attacks, Dictionary attacks, and data leaks.

On the other hand, two-factor authentication systems provide better security but 
at the cost of increased complexity. A lightweight cryptographic algorithm for en-
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an object is which is used for authentication. Token-based au-
thentication systems can be deployed at a large scale; how-
ever, this approach is vulnerable to theft for loss. This means 
that even if the legitimate token is provided at the authenti-
cation stage, it cannot be ensured that the person possessing 
that token is genuine or authorized. Multiple stage authenti-
cation systems can resolve the above-mentioned token-based 
authentication systems. In multiple-stage authentication, the 
token is coupled with a knowledge-based method. This meth-
od can provide better security if the secrecy of knowledge is 
maintained. 

The word biometric refers to the unique traits of an in-
dividual, with me be physical or behavioral. Biometrics is a 
profoundly unmistakable technique and can be utilized for 
differentiating different people [16]. Physiological or physi-
cal biometrics uses unique physical characteristics of a person’s 
fingerprint, face, and iris scan. Physiological biometric demon-
strate robust performance and high recognition accuracy.

Keystroke Dynamics
As was discussed in the preceding section, KD [17] 

analyses the user’s typing style. Figure 1 displays the block 
diagram of a Keystroke Dynamics Authentication (KDA) 
system. The user is firstly required to enroll or register in the 
system. The significance of this phase is to generate a user 
profile and store it in a dataset. A user profile is generated by 
analyzing the input and extracting the relevant features. The 
classification of KD was shown in Figure 2. In static KDA user 
is required to enter a fixed text during all the login sessions, 
which is the same as entered in the registration phase. On 
the other hand, in Dynamic KDA, a user has the liberty to 
change the input. Dynamic KDA can be further classified as 
periodic KDA and Continuous KDA. In Periodic KDA the 

ergy efficient applications is discussed in [3]. A convenient and 
efficient solution to the scenario can be provided by Biometric 
security systems [4] in Biometric security authentication and 
access control [5].“Nanotechnology in the Security Systems” 
includes sensors, biosensors, security systems, nanotechnology, 
and nanomaterials. The characteristics may be physiological 
traits or behavioral traits. Physiological biometric systems are 
based on physical appearance such as fingerprint recognition, 
face recognition, palm print, etc. [6]. Behavioral biometrics 
are related to the behavior of the person such as gait, typing 
rhythm, and voice recognition [7]. Biometric security is pre-
ferred over conventional as well as advanced cryptographic se-
curity systems as these systems provide increased convenience 
and accuracy and eliminate the need for remembering pass-
words.

Behavioral biometrics is a better choice, if selection is to 
be made between the two types of biometric systems. This is 
because behavioral biometrics does not require complex and 
specialized hardware and can be used for monitoring the be-
havior of a person without his pieces of knowledge [8]. In 
keystroke biometrics, the typing behavior of the user is used 
to establish identification and authentication. KD are emerg-
ing as a promising security option. The combination of KD 
with emerging nanotechnology and sensor technologies can 
replace the existing security system. The aim of this paper was 
to review ML and sensor technologies in the context of KD, 
identify loopholes and suggest possible future directions. The 
rest of the paper was organized as follows: In section 2 the 
background dynamics were discussed. Research works relat-
ed to the use of ML techniques in KD were discussed and 
compared in section 3. In section 4 sensor enhanced KD ap-
proaches were mentioned. Conclusion and recommendations 
for future research were presented in section5.

Background
The process of user’s legitimate right before providing him 

access to secure resources authentication [9]. Authentication 
methods can be broadly categorized into 4 classes [10], these 
are object-based authentication, authentication methods 
include knowledge-based, password-based, and biometric 
[11]. The above-cited techniques were discussed briefly in 
Table 1 [12]. Authentication in valves cross-checking unique 
information provided by an individual. This peculiar data can 
be a token for biometrics or a piece of unique knowledge. The 
most used passwords are knowledge-based. The most common 
forms of knowledge-based passwords are text a graphics-based 
password, code or pattern, a personal identification number 
[13]. To this date, password-based authentication systems are 
standard or benchmark techniques for user authentication. 
Reasons for the immense popularity of password-based 
authentication system is the cost-effectiveness and easy 
implementation [14]. Over the years the security provided 
by passwords is being challenged by an increased number of 
intrusion attacks and wrongful use. There are many programs 
of nanotechnology in cyber security and to be able to handiest 
grow as time goes on. 

The second category is token-based passwords [15]. This 
type of authentication system requires physical possession of 

Figure 1: Block diagram of an authentication system using KD.



S113NanoWorld Journal | Volume 8 Supplement 1, 2022

Nanotechnology and Sensor Technology in Keystroke Dynamics Shekhawat and Bhatt.

the researchers have applied the ML algorithm in the classi-
fication phase. The publicly available datasets for KD are the 
CMU-2 dataset, Bio Chaves, Pressure Sensitive, GREYC, and 
web GREYC [21].

The accuracy of KD is less when compared to other bio-
metric techniques. The reason for this is a dependence of typ-
ing rhythm on the emotional state of a user, which makes user 
uniqueness and consistency a difficult task. The accuracy of 
KDA can be improved either by improving the quality of data 
and classification or by using some additional information like 
artificial cues and data from different sensors.

Traditional benchmarks or matrices for keystroke dynamics

The classifiers for KD are validated based on security 
matrices, namely False Acceptance Rate (FAR), False 
Rejection Rate (FRR), and Equal Error Rate (EER). 

The FAR is a measure of the chances of accepting a ma-
licious user. The FRR is a measure of the chances of rejecting 
an authorized user. FAR and FRR can be calculated by respec-
tively. FAR and FRR are inversely proportional to each other, 
and a robust security system should have a low and equal value 
of FAR and FRR. This is called ERR. There are two categories 
of KD namely dynamic or free text and static or structured 
text. In static KD, the behavior of an individual is examined 
at fixed checkpoints and specific instances such as a login ses-
sion. On the other hand, continuous monitoring takes place in 
dynamic KD.

An example of dynamic KD is analyzing user’s typing be-
havior during browsing the internet along with a list of most 
frequently visited websites. The downside of Dynamic KDA 
is its intrusive nature, which may lead to security and privacy 
issues.

authentication takes place at a predefined time period mostly 
during login, whereas in Continuous KDA the user is verified 
continuously in the entire session. Though Dynamic KDA is 
an enhancement over periodic KDA it increases architectural 
complicity and introduces computational overhead. Once 
the input is provided, feature extraction is performed. The 
extracted features may be conventional such as timing-based 
features or enhanced such as pressure and acceleration-based. 

Timing-based features determine the pattern of key press 
and release events. 

In the next step, user’s profile is created using a combi-
nation of the above-mentioned features and it is stored in a 
database. Dwell time and flight time are the features that are 
most frequently extracted.

During testing, the features are once more dynamically 
extracted and contrasted with those already existent in the 
database. Classification is the most crucial step in the KD 
system. Both training database and classification algorithm 
determine the overall performance of KD based authenti-
cation system. Numerous techniques, including Statistical, 
Manhattan, Support Vector Machine (SVM), Genetic Algo-
rithm, Hidden Markov Model (HMM) [18], Gaussian Mix-
ture Model (GMM) [19], and Firefly algorithm [20], are used 
in the literature to test KD. It can be observed that most of 

Table 1: Overview of different authentication approaches.

Biometric characteristics

Physiological

Fingerprint One of the oldest methods of biometric authentication is fingerprint recognition. The fingerprints changes with time 
and are hard to detect in case of injuries or accidents. 

Face recognition Face recognition techniques uses image processing to anchor the feature of the face such as distance between eyebrows, 
face structure, etc.

IRIS scan The intrusive biometrics associated with the eye shape is the iris scan. An intimate user reader contact is not required in 
this technique and a simple camera is sufficient. This technique shows the highest efficiency.	

DNA
The most prominent way of establishing a person's identity physically is DNA matching. Many DNA profiling tech-
niques can be used for this purpose such as Short Tandem Repeats analysis. This technique is used in situation where 
exact and precise matches required.

Hand geometry The security technique which works on the acquired physical features of hand and fingers of the users is called hand 
geometry. This technique is simple to use and provides satisfactory performance.

Behavioral

Voice pitch
Invoice identification technology a combination of physiological and cognitive variables is used to create a voice spec-
trograph. The voice is captured by a voice processing device. The different features for user identification by voice are 
rhythm, nestle tone, and basic frequency in flexion.

Typing rhythm 

The biometric technique which identifies the user based on his way of typing on keyboard is called identification by 
typing rhythm. The typing rhythm for the typing speed of each person is unique and forms the basis of this security 
domain. The processing of the extracted features from the typing rhythm are done in keystroke dynamics. The concept 
behind the security technique is that different users are different in typing speed and style. 

Signature Signature recognition is also related to biometric identification as different crucial parameters such as stress level veloc-
ity and stroke can be incurred bisining physical activity. Signature recognition can be either dynamic or static. 

Figure 2: Topology of KD family.
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True positive

True positive rate refers to the number of cases in which 
the actual user was an authentic user and the biometric security 
system also predicted authentic user.

False negative

False Negative is the rate at which the actual user was 
an authentic user, but the biometric system predicted it as an 
imposter.

False positive

False Positive is the rate at which the user was an imposter, 
but the biometric system classified it as an authentic user.

True negative

True Negative is the rate at which the person was an 
imposter and the biometric system also classified it as an 
imposter.

As mentioned in the previous section, the typing pattern 
of the user is analyzed in KD. The block diagram of a KDA 
system was shown in Figure 3. The user is firstly required to 
enroll or register in the system.

The significance of this phase is to generate a user profile 
and store it in a dataset. A user profile is generated by analyz-
ing the input and extracting the relevant features. Based on 
the type of input KD can be static or dynamic [21]. In static 
KDA user is required to enter a fixed text during all the login 
sessions, which is the same as entered in the registration phase. 
On the other hand, in Dynamic KDA, a user has the liberty to 
change the input. As shown in Figure 2, Dynamic KDA can 
be further classified as Periodic KDA and Continuous KDA 
[23]. 

The subsequent step is to create a user profile by using 
any combination of the extracted features and store it in the 
database. Dwell time and flight time are most used for this 
purpose [21]. The extracted features are stored in the database 
in form of a user profile. In the testing phase, the extracted 
features are compared against the user profiles present in the 
database. Therefore ‘classification’ is the most important step. 
The classification algorithm and training database have a pro-
found impact on the overall performance of the authentication 
system. Due to this KDA is tested by using different classifica-
tion algorithms for instance Statistical [24], Manhattan [25], 
SVM [26], Genetic Algorithm [27], HMM [28], GMM [29], 
and firefly algorithm [30]. ML algorithms are mostly used in 
classification. Publicly available datasets such as GREYC. web 
GREYC, Pressure Sensitive, Bio Chaves, and CMU-2 data-
set can be used for validation purposes [31]. When compared 
with other biometric techniques, KD show relatively less ac-
curacy. This is because typing rhythm is extremely variable 
and depends upon a person’s concentration level, emotional 
state as well. The accuracy of KDA can be increased by many 
improving the data classification using ML techniques or by 
obtaining additional information such as pressure and typing 
force using different sensors.

Feature extraction and classification are two important 
processes in KD [22].  Feature extraction is the process of ex-
tracting useful attributes of the user from his typing behavior. 
These features are used to create a user profile and characterize 
users. In the classification stage, these extracted features are 
categorized using different algorithms such as neural networks 
and machine learning and are matched to determine if the 
extracted features resemble the reference user. Based on this 
result the access rights are processed.

Feature extraction in keystroke dynamics

Typing rhythm is extracted while typing on a keyboard 
by an interface of computer and user. If proper data analysis 
and sampling techniques are applied to typing rhythm it can 
act as a crucial parameter for establishing a person’s identity. 
In KD, certain features are extracted that usually depend upon 
the time which the keys are held down and between latency 
of different keys. Typical features extracted in keystroke 
biometrics were shown in Figure 3. Flight time is defined 
as the time elapsed between releasing one key and pressing 
another key. On the other hand, dwell time is defined as the 
time interval for which a particular key is pressed. Another 
feature that can be used in keystroke authentication is typing 
speed. Typing speed denotes the rate of typing characters or 
in other words, it defines a total number of characters typed 
in a unit time. Typing speed is not used while developing user 
authentication by KD due to its inaccuracy and insufficiency 
in defining the entire behavior of the user while typing.

Therefore, most of the research use flight time and dwell 
time as the prominent feature while designing user authen-
tication by KD. Other advanced features such as digraph 
and trigraph, a virtual key force can also be used but requires 
higher computational power and specialized algorithms and 
in some cases hardware too. However, user authentication by 
KD shows less precision as compared to other biometric tech-
niques. One possible reason for this is the variability in typing 
patterns even if not created intentionally.

Evaluation

Actual User Authentication is the act of conforming 
user’s authenticity through active human to machine transfer 
of credentials. Actual imposters are the intruders that launch 
user-level attacks to take over rights from the user either 
during the start or in the middle of a session. There are 4 rates 
of evaluating accuracy:

Figure 3: Typical features in keystroke biometrics [15].
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significant accuracy as fuzzy logic helps in generalizing the 
data and NN helps in exploring the missing dataset.

Time Based Technology
Statistical methods and typing patterns were used to 

develop a stronger authentication system as compared to the 
password authentication system picture [50]. Flight time and 
dwell time were extracted from the typing rhythm and a user 
profile was created using meantime or average time.

The habitual rhythm and password were used for design-
ing an authentication system [51]. The data was collected from 
15 users while typing three common passwords 6 times. The 
stage was used in this research and the extracted features were 
flight time and dwell time.

Bayesian regularized feed-forward neural network 
(BRNN) was implemented in KD based authentication sys-
tems and [52]. The data collected from 20 users who provid-
ed 50 samples in four sessions. The input layer of the BRNN 
consisted of 23 neurons and the output layer consisted of 20 
neurons.

An innovative approach for improving the efficiency of a 
KD based authentication system was presented [53]. In this 
research work, the user was instructed to set the password in 
his preferred language instead of the benchmark language.

Alsuhibany et al. have reviewed the progress in the field 
of keystroke dynamics in the time of 2008-2013 [21]. The 
prominent research works were compared based on database, 
experiment, results, and performance.   The appropriateness 
and nature of typing rhythm as an authentication system were 
presented in [54]. A review of the KD method was presented 
in [55] and the authors concluded that adding KD with the 
existing security systems can enhance security and privacy. In 
[56] the authors tested the performance of keystroke-based 
authentication systems in a situation of synthetic attached. The 
research work proposes a novel keystroke data representation 
model using potential functions and a decision tree algorithm 
of ML. The results revealed that the proposed system can be 
used in a real-life authentication system.

Artificial Cues
In [57] the authors and emphasized the importance of user 

consistency and uniqueness in a keystroke biometric system. 
Uniqueness refers to the difference in the user’s patterns from 
an imposter as well as from other users. Consistency refers to 
the similarity in the user’s pattern when he uses the system 
multiple times. Artificial cues are used with Easter biometrics 
to improve user consistency and recognition. In this research 
work, fixed text was used with artificial cues in the registration 
phase. However, it was not specified which fuels were most 
significant for the user.

The authors in [58] demonstrate that the increase in 
uniqueness and consistency of user translates into a new and 
improved authentication system and better recognition accu-
racy. Artificial rhythms and tempo cues when added explicitly 
in the password during the registration phase led to more dis-
tinct feature extraction and classification.

Benefits and limitations of keystroke dynamics

The benefits of KD were as summarized below [32, 33].

KD can show a high percentage of user adoption and user 
convenience as it is not an intricate process. Most people use a 
computer in their daily life and are often habitual with it. KD 
can be easily integrated into the present consumer devices. KD 
can not only be used for security purposes but also for container 
surveillance.

The KD has some disadvantages as well, which were sum-
marized below [34-37] 

1.	Uniqueness and user consistency are hard to achieve. 

2.	The KD uses typing rhythm or typing path pattern for user 
authentication which often varies with emotional state and 
stress level. 

3.	The system is susceptible to a high level of vulnerability 
even if not intentionally created.

Machine Learning Techniques in 
Keystroke Dynamics

The past decade has witnessed enormous development in 
ML and classification techniques. The paradigm of ML is to 
identify the patterns in data and draw plausible conclusions 
from it. ML techniques are used for developing efficient 
cryptographic algorithms. Artificial Neural Network based 
efficient hashing algorithm was demonstrated [17]. These are 
extensively used in KDA systems. The classification in KDA 
can be performed using numerical metrices such as Euclidean 
distance and Manhattan distance but ML techniques are 
preferred due to better efficiency. KDA is developed using 
both classical and advanced ML techniques. Some examples 
of these techniques are NN, SVM, K-Nearest Neighbors 
(KNN), and HMM.

The interconnection between noise and features in data is 
obtained by using HMM. HMM is a system of hidden vari-
ables that have a conditional or generative dependency. This 
makes HMM suitable for KDA. The use of HMM in KDA 
was demonstrated [38]. The accuracy of ML based techniques 
directly depends on the size and quality of the training data-
set. Nevertheless, handling a large dataset is a strenuous task. 
Unsupervised ML techniques such as KNN can be used while 
working with a dataset of a small sample size. KNN was used 
in the development of a KDA [39, 40].

SVM was used as a classification algorithm in KD analysis 
[41-43]. In recent times NN are also being used to solve clas-
sification problems in keystroke dynamics. NN can find inher-
ent patterns even in a complex and noisy system. NN was used 
for predicting missing digraphs [44]. The experimental results 
were FAR equal to 0.0152% and FRR equal to 4.82%. NN 
cannot be used as a substitute algorithm for traditional meth-
ods like statistical regression as these methods require high 
training data, processing resources, and time. The limitations 
of NN lead to the development of hybrid technologies. For 
example, fuzzy logic and NN were used in conjunction with 
each other in KDA [44-49]. The system was able to achieve 
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a sufficiently large sample size of 5000 samples by using pres-
sure sensors. In other research work, the performance was not 
as good as with artificial cues. However, this domain is ever 
evolving as it is more practical and easier to commercials as 
compared to the former.

Soft Biometrics
Keystroke biometrics is also used in identifying soft 

biometric traits of a person such as age, gender, and left 
handedness or right handedness. Authors in [73] have used 
typing patterns of a computer keyboard to protect extra 
information about a user such as age group, gender (male/
female), emotional state (excitation/anger), type of handling 
(using one hand or two) [74]. A novel approach for predicting 
soft biometrics by using KD was presented and referenced [75-
77]. On the other hand, soft biometrics is used as secondary 
formation with a KD based authentication system to improve 
the recognition efficiency in reference.

Conclusion
KD is not a buzzword and was proposed in 1975. 

KD is non-intrusive biometric security and can be easily 
implemented without additional hardware or training. In this 
paper, the previous research works related to the development 
of authentication systems based on KD have been summarized. 
The authors have focused on the intersection of KD with ML 
and sensor technologies. From the survey, it was observed 
that a plethora of ML based KD system exists and extensive 
research was conducted on the same. However, the research 
was not generalized, and different authors have used different 
ML algorithms on different datasets or numbers of users. 
Research can be conducted, which provides a comparative 
analysis of all prominent ML algorithms with a similar 
dataset, or on different publicly available datasets. Research 
can also be conducted for degerming the most suitable ML 
technique depending on the number of users and type of 
features. Another research gap is that most studies were 
based on conventional features i.e. timing-based features 
and usability of non-conventional features should be further 
explored. Research in sensor enhanced KD is still at an initial 
stage and requires dedicated efforts. It can be observed that 
the efficiency of KDA can be enhanced by using different 
sensors. Best results are obtained when pressure sensors are 
used, a possible reason behind this may be that data acquired 
from pressure sensors indirectly represents the typing force, 
which is unique for an individual. Research can be conducted 
to determine the effect of placement and number of pressure 
sensors on the EER. A comparative study can be performed 
which provides insight about the effect on EER by using 
pressure sensors with different ML techniques explored. 
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